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[image: image4.jpg]A problem has been detected and windows has bheen shut down to prevent damage
TO your computer.
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If this is the first time you've seen this Stop error screen,
restart your computer, If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe mode.

Technical information:

WW® STOP: 0x000000D1 (0X0000000C, 0xX00000002, 0x00000000, OXFBEB5AB9)

aliaiss gv3.sys - Address FB86B5A89 base at F86B5000, DatesStamp 3dd99leh

Beginning dump of physical memory

Physical memory dump complete.

contact your system administrator or technical support group for further
assistance.
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Administrative Handling Instructions

1. The title of this document is ILOVEERNIE CYBER ATTACK TTX 2011 AAR/IP.  
2. The information gathered in this AAR/IP is classified as For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed.  This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives.  Reproduction of this document, in whole or in part, without prior approval from NJPCA is prohibited.

3. At a minimum, the attached materials will be disseminated only on a need-to-know basis and when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4. Points of Contact: 
Exercise Director
Amelia Muccio
Director of Emergency Management
NJPCA
3836 Quakerbridge Rd, Suite 201
Hamilton, NJ 08619
609-689-9930 (office)
732-921-4188 (cell)
amuccio@njpca.org or amelia.muccio@gmail.com
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Executive Summary

NJPCA’s ILOVEERNIE CYBER ATTACK TTX was developed to test Federally Qualified Health Center’s emergency preparedness and planning capabilities in response to a cyber attack.  The exercise planning team was composed of participating FQHCs from across the state, but also received guidance from the New Jersey Department of Health and Senior Services (NJDHSS).  The exercise planning team followed the guidance set forth in the Homeland Security Exercise Evaluation Program.  

The Department of Health and Human Services (HHS), through the Hospital Preparedness Program (HPP) guidance, specifically prompts the inclusion of Federally Qualified Health Centers in HPP activities including exercises and after action improvement planning.  The funding provided by HPP is for activities that include, but are not limited to, exercising and improving preparedness plans for all-hazards including pandemic influenza, increasing the ability of healthcare entities to provide needed beds, engaging with other responders through interoperable communications, tracking and resource availability through electronic systems, developing ESAR-VHP systems, protecting healthcare workers with proper equipment, decontaminating patients, enabling healthcare partnerships/coalitions, educating and training healthcare workers, enhancing fatality management and healthcare entity evacuation/shelter in place plans, and coordinating regional exercises.    

Based on the exercise planning team’s deliberations, the following objectives were developed for the ILOVEERNIE TTX:

1. Planning- Review and evaluate Center’s NIMS compliant Hazard Vulnerability Analysis (HVA), Emergency Operations Plan (EOP), Business Continuity Plans (BCP), Continuity of Operations Plans (COOP), and Standard Operating Procedures (SOPs) for cyber-related emergencies; and assess the Center’s preparedness plans that encompasses planning, training, exercising, evaluation, and the incorporation of after action reviews (AAR) and lessons learned (LL).  

2. Communications- Review and evaluate Center’s communication plans and procedures that enriches interoperable communications to provide advanced customer service, reliability, and operational effectiveness; assess Center’s ability to maintain situational awareness; and policies for backup/alternate communication methods including information technology plans and systems protection procedures. 

The purpose of this report is to analyze exercise results, identify strengths to be maintained and built upon, identify potential areas for further improvement, and support development of corrective actions.
Major Strengths

The major strengths identified during this exercise are as follows:

· FQHCs have an inclusive planning and communicative approach to IT and information assurance between IT staff, senior management, administrative, clinical, EHR, and the ICS Team.  
· Centers recognize the threat of cyber attacks and understand that IT countermeasures and safeguards need to be taken to mitigate the cyber vulnerability risk.  

· Given the limited resources at health centers; CHCs have proactively addressed cyber issues that may face their Center though the limited resources do not allow for a FTE to solely address emergency preparedness issues including cyber threats.

· Most FQHCs have partial COOPs and aspects of BCPs in place.  

Primary Areas for Improvement

Throughout the exercise, several opportunities for improvement in the FQHC’s ability to respond to the incident were identified.  The primary areas for improvement, including recommendations, are as follows:

· A comprehensive business continuity plan including a business impact analysis needs to be adopted by all Centers to promote financial and operational viability.  
· Centers need more inclusive and detailed written policies and procedures regarding cyber attacks and threats (including templates).  
· Existing plans including HVAs and EOPs need to include cyber attacks as threats and draft mitigation and preparedness plans to reduce this risk.   

Overall, this exercise was considered successful as it met the established goals and objectives of assessing policy maker’s ability to handle a cyber attack incident at their Center.  Consideration should be given to conducting future exercises that demonstrate policy maker’s skills and ability to develop cyber policies, business continuity and continuity of operations plans.  

Section 1: Exercise Overview
Exercise Details
Exercise Name
ILOVEERNIE CYBER ATTACK TTX 2011
Type of Exercise
Tabletop Exercise (TTX)
Exercise Start Date
June 10, 2011
Exercise End Date
June 10, 2011
Duration
Four (4) Hours
Location
RWJ Hamilton Center for Health and Wellness
Sponsor
NJPCA
Program
NJDHSS PHILEP All Hazards Facility Preparedness Grant, 2010-2011
Mission
To improve the preparedness and response abilities of FQHC staff by continuously improving and ensuring effective and efficient protection, response, and recovery activities during a cyber attack threat.  
Capabilities
Planning and Communications
Scenario Type
Cyber Attack 
Exercise Planning Team Leadership
The Members of NJPCA’s Disaster Advisory Committee (DAC)
Participating Organizations

NJPCA, NJDHSS, HCANJ, CAMcare Health Corporation, CHEMED, CompleteCare Health Network, Henry J Austin Health Center Inc., Horizon Health Center, Monmouth Family Health Center, Newark Community Health Center, Neighborhood Health Services Corporation, North Hudson Community Action Corporation, Ocean Health Initiative, Inc., Southern Jersey Family Medical Center, VNA of Central Jersey Community Health Center and Zufall Health Center.   
Number of Participants 
· Players: 40
· Evaluators: 3
· Facilitators:  4
Section 2: Exercise Design Summary
Exercise Purpose and Design
The purpose of this exercise is to provide FQHC participants with an opportunity to evaluate their current response concepts, plans, and capabilities and further identify enhancements to a cyber based threat.  The exercise will focus on the preparedness, sustainability and response of FQHCs during a cyber-based threat and the function of their Emergency Operations Plan, Continuity of Operations Plan, Business Continuity Plan (BCP) and Standard Operating Procedures (SOPs). Finally, it provides an opportunity for FQHCs to strategize with peers through the sharing of personal experiences and lessons learned.
This exercise will focus on high-level decisions and concepts that FQHCs will need to consider in response to a cyber based threat which will result in a disruption to the Center’s operational status. The progressive scenario and corresponding prompts will aid and facilitate the exploration of the FQHC’s understanding cyber-based threats/emergencies, emergency management fundamentals pertinent to this type of threat, the emergency planning process, the role of mutual aid agreements where appropriate, and emergency public information/communication. Ultimately, it highlights the need for a networked approach to preparedness and response.
Exercise Objectives, Capabilities, and Activities
Capabilities-based planning allows for exercise planning teams to develop exercise objectives and observe exercise outcomes through a framework of specific action items that were derived from the Target Capabilities List (TCL).  The capabilities listed below form the foundation for the organization of all objectives and observations in this exercise.  Additionally, each capability is linked to several corresponding activities and tasks to provide additional detail.  

Based upon the identified exercise objectives below, the exercise planning team has decided to demonstrate the following capabilities during this exercise:
· Objective 1:  Planning- Review and evaluate Center’s NIMS compliant Hazard Vulnerability Analysis (HVA), Emergency Operations Plan (EOP), Continuity of Operations Plans (COOP), Business Continuity Plans (BCP) and Standard Operating Procedures (SOPs) for cyber-related emergencies; and assess the Center’s preparedness plans that encompasses planning, training, exercising, evaluation, and the incorporation of after action reviews (AAR) and lessons learned (LL).  

· Objective 2: Communications- Review and evaluate Center’s communication plans and procedures that enriches interoperable communications to provide advanced customer service, reliability, and operational effectiveness; assess Center’s ability to maintain situational awareness; and policies for backup/alternate communication methods including information technology plans and systems protection procedures. 

Scenario Summary
Module 1: The Ernie Menace 

June 6, 2011 

In April, Walgreens, Best Buy, Citigroup and several other major U.S. companies warned customers to expect fraudulent emails that try to coax account login information from them due to the possible theft of millions of consumer email addresses.  All of the companies work with the Dallas-based online marketing firm Epsilon, which said its system had been breached, potentially exposing its corporate clients' customer information.  Cyber-attack trends are increasing in sophistication; increasing in attack frequency; our network connections, dependencies and trust relationships are also increasing; attacks are decreasing in cost; and, in addition, there is increased difficulty in patching systems.  

The growing number of attacks on our cyber networks has become, in President Obama’s words, “one of the most serious economic and national security threats our nation faces.”  Less than two weeks ago, hackers launched a "significant and tenacious" cyber-attack on Lockheed Martin, a major defense contractor holding highly sensitive information.   This week the Pentagon has released a plan that could treat acts of cyberterrorism as an act of war.  The President could retaliate, using either sanctions, computer-based retaliation, or even with military force in the wake of such an attack on the United States.

Given the current enhanced cybersecurity threat, your CEO has decided to review your cybersecurity, information technology security and information assurance protocols at your Center. 

Key Issues

· Hack of Epsilon 

· Increasing cyber-attack frequency and sophistication 

· Increasing network connections, dependencies and trust relationships

· Decreasing cost of cyber-attacks

· Hack of Lockheed Martin

· Cyberterrorism and cybersecurity is a real concern for all businesses in the U.S.

· CEO wants your cybersecurity, IT and information assurance systems reviewed

Module 2: Attack of the Ernies

June 13, 2011

The day starts out like any normal day…don’t they all.  Over the past year, your organization has grown and added many new computers and users to the system (there may be some unprotected endpoints).  Last week, Amelia Beckham-Pitt, gave a staff in service on emergency preparedness in which is used her flash “jump” drive on your computer (which is networked).  Several staff members have noticed their computers freezing, locking and running slow.  Unfortunately, staff did not notify their supervisor or IT of this issue.

Today, Dave Weiner, a new employee at your site, syncs his blackberry to his work computer.  Mr. Weiner wants to show Dr. Cookie a funny scene from his new unofficial version of Pirates of the Caribbean: On Stranger Tides.  Dr.  Cookie and Mr. Weiner enjoy watching the selected scene of the movie.  
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On the same day, Ms. X opens a work email she believes is from a trusted colleague.  However, the email is utilizing social engineering and is not from her trusted colleague and the email contains malware in the form of a self-executing worm.  Unknown to Ms. X, the worm is copying all the addresses in her address book and sending the worm to her contacts.      

At 3 PM today, several computers at your site, suddenly display a blue screen.  They are not responsive to control-alt-delete or restarting your computer.  They are frozen in the “blue screen of death.”  IT is notified of the issue.    

Key Issues

· Unprotected endpoints

· Outside flash “jump” drive used on network 

· Pirated video watched through synced blackberry

· Social engineering email is opened and launches worm 

· Staff do not notify proper supervisor or IT of computer issues

· Blue screen of death

Module 3: Revenge of the Ernie

June 27, 2011

Due to the events of June 13, 2011-your Center has been recovering and restoring your computer systems after the ILOVEERNIE worm.  The network has been disengaged and all computers are being individually checked and scrubbed.  Many staff do not have access to a computer.  Your EMR/EHR was not impacted by the worm but your Center cannot access the system right now and you must use a paper backup.

Key Issues

· Recovery mode from ILOVEERNIE worm

· Network turned off

· Computers unavailable as each is checked and scrubbed

· EMR/EHR cannot be accessed

Section 3: Analysis of Capabilities

This section of the report reviews the performance of the exercised capabilities, activities, and tasks.  In this section, observations are organized by capability and associated activities.  The capabilities linked to the exercise objectives of ILOVEERNIE TTX are listed below, followed by corresponding activities.  Each activity is followed by related observations, which include references, analysis, and recommendations.
Capability 1: Planning
Capability Summary: 
Planning- Review and evaluate Center’s NIMS compliant Hazard Vulnerability Analysis (HVA), Emergency Operations Plan (EOP), Continuity of Operations Plans (COOP), Business Continuity Plans (BCP) and Standard Operating Procedures (SOPs) for cyber-related emergencies; and assess the Center’s preparedness plans that encompasses planning, training, exercising, evaluation, and the incorporation of after action reviews (AAR) and lessons learned (LL).  
Activity 1.1:  Planning
Observation 1.1: Strength—IT infrastructure and training program; all Centers have IT program including security protocols and access controls.  Centers train staff at the time of new hire orientation on cyber issues including Internet usage, passwords and end point systems.  IT professionals ensure that all end point users are protected with firewalls and malware detection software.  Centers appear to have overall IT security features addressed.  Centers also provide ongoing training to staff on IT protocols throughout the year.  
References: 
· Center’s HVA, EOP, SOPs/SOGs, COOP, BCP and IT plans
Analysis: Centers have overall IT needs met and have ability to detect vulnerabilities and apply controls/safeguards to fix vulnerabilities and protect the IT system.  
Recommendations: 

· N/A
Activity 1.2:  Planning
Observation 1.2: Area for Improvement—Need for comprehensive, fully implemented COOP and BCP; while Centers have piecemeal COOP/BCP in place, a comprehensive COOP and BCP needs to be drafted and adopted by the Centers. 
References: 
· Center’s HVA, EOP, SOPs/SOGs, COOP, BCP and IT plans
Analysis: Centers need to draft and implement COOP and BCP that are comprehensive in nature.  The COOPs should include issues that focus on IT issues including alternate facilities, backup systems, cost considerations, and essential functions.  BCPs should begin with a BIA that establishes RTOs and RPOs based on the Center’s prioritized critical business units.  After the BIA is conducted, Centers can develop different strategies for their business continuity plans.  
Recommendations: 

· Draft and implement a comprehensive COOP and BCP. 
Activity 1.3:  Planning
Observation 1.3: Area for Improvement—Need for written cyber policies and procedures; while a basic IT program exists and several policies exist, there is a need for more established written IT plans that solely address the vulnerability/threat of cyber attacks and the controls and safeguards needed to protect the system.  These policies should reflect the 4 phases of emergency management.   

References:
· Center’s HVA, EOP, SOPs/SOGs, COOP, BCP and IT plans
Analysis: Centers have overall IT programs but Centers need more written, concrete plans addressing IT, cyber attacks, information assurance, and an overall program for these policies, a written cybersecurity program.  These policies would include: password policies, user controls, access/authorization protocols, end user protection, cyber issues including mitigation, preparedness, response and recovery aspects, roles and responsibilities, backup systems and alternate sites plans to name a few. Also, existing HVAs and EOPs should be expanded to include cyber threats as a possible issue.    
Recommendations: 

· Draft and implement written cyber policies and procedures.
· Draft cyber templates for broad usage. 

Capability 2: Communications
Capability Summary: 
Communications- Review and evaluate Center’s communication plans and procedures that enriches interoperable communications to provide advanced customer service, reliability, and operational effectiveness; assess Center’s ability to maintain situational awareness; and policies for backup/alternate communication methods including information technology plans and systems protection procedures. 
Activity 2.1:  Communications
Observation 2.1: Strength—Integrated and inclusive communication plan for IT.  Centers communicate IT needs through multidisciplinary functions at the FQHC and IT features are adopted throughout the Center.  Cyber threats are communicated as a threat and this topic is discussed and addressed within multiple functions and levels of the FQHC.  Also, EHR/EMR is included in the cyber and IT discussion.  This provides for a better integration of this system in a safe manner.    

References: 
· Center’s HVA, EOP, SOPs/SOGs, COOP, BCP and IT plans
Analysis: Centers understand the need for a comprehensive, team approach to IT and this implementation fosters communication and understanding of IT issues throughout the Centers.  This in turn fosters a better sense of IT security within the Center.  
Recommendations: 

· Further expand the communication of IT and cyber attack vulnerabilities within the health center and look at ways to incorporate a cross training and retasking of staff to meet the changing needs of FQHCs; example-retraining staff to comply with proper disposal of documentation that provides a cost saving to the Center. 
· Develop a subcommittee of DAC to address IT, cyber, BCP, COOP, etc.    
Section 4: Conclusion

The ILOVEERNIE TTX exercise was successful in that, at a broad level, all objectives were accomplished, lessons learned were shared, and areas for improvement were identified. It is the responsibility of each participant FQHC to reflect on the analyses and recommendations contained herein, determine which areas may have applied to their Center, and ultimately specify their own Improvement Plans and Corrective Actions.  The Disaster Advisory Committee will reconvene to share Improvement Plans and to specify corrective actions for the Association to take in support of the FQHCs’ Improvement Plans and Corrective Actions.
Appendix A: Improvement Plan

This IP has been developed specifically for the FQHCs as a result of ILOVEERNIE TTX conducted on June 10, 2010. These recommendations draw on both the After Action Report and the After Action Conference.
	Capability
	Observation Title
	Recommendation
	Corrective Action Description
	Capability Element
	Primary Responsible Agency
	Agency

 POC
	Start Date
	Completion Date

	Capability 1:  Planning   
	Lack of Comprehensive COOP and BCP
	Draft and implement a comprehensive COOP and BCP

	 Revise and rewrite plan
	Planning
	FQHC with assistance from NJPCA
	DAC Member
	June 2011
	December 2011

	
	Lack of written policies and procedures for cyber attack at Centers

	Draft and implement several written policies and procedures that address cyber emergencies at Centers
	Revise and rewrite plan
	Planning
	FQHC with assistance from NJPCA
	DAC Member
	June 2011
	December 2011


Appendix B: Acronyms

Table B.1: Acronyms
	Acronym
	Meaning

	AAR
	After Action Report

	AAR/IP
	After Action Report/Improvement Plan

	ASPR
	Assistant Secretary for Preparedness and Response

	BCP
	Business Continuity Plan

	COOP
	Continuity of Operations Plan

	DDoS
	Distributed Denial of Service

	DHS
	U.S. Department of Homeland Security 

	DoS
	Denial of Service

	DRP
	Disaster Response Plan

	EOP
	Emergency Operations Plan

	EHR
	Electronic Health Record

	FEMA
	Federal Emergency Management Agency

	FOIA
	Freedom of Information Act

	FOUO
	For Official Use Only

	FQHC
	Federally Qualified Health Center 

	GUI
	Graphic User Interface

	HPP
	Hospital Preparedness Program

	HSEEP
	Homeland Security Exercise and Evaluation Program

	HVA
	Hazard Vulnerability Analysis 

	ICS
	Incident Command System

	IT
	Information Technology

	MOU
	Memorandum of Understanding

	NIMS
	National Incident Management System

	NRF
	National Response Framework

	PIO
	Public Information Officer

	POC
	Point of Contact

	SitMan
	Situational Manual

	SME
	Subject Matter Expert

	SOP
	Standard Operating Procedure

	SQL
	Standard Query Language

	TCL
	Target Capabilities List

	TTX
	Tabletop Exercise
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