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Business Continuity Outline for FQHCs
Program Initiation and Management (Pre-Planning)
· Establish the need for Business Continuity Program
· Scope of legal and regulatory authority

· BCP Sponsor (Senior Management)

· Business Continuity Steering Committee (5-8 people)

· BCP protects core assets 

Risk Evaluation and Control (Pre-Planning)
· Prioritize planning and resource allocation
· Identify and mitigate exposures

· Identify the threats, risks and vulnerabilities 

· Gather information 

· Controls/Safeguards

· Annualized Loss Exposure (Ale) Risk=Frequency x Exposure 

· Quantitative and qualitative

· Protecting physical property, information, company reputation

· Risk tolerance and probabilities 
Business Impact Analysis (Pre-Planning)
· BIA determines critical, time sensitive, prioritized business processes  
· Interdependencies of these functions (intradepartmental, interdepartmental and external) 
· Establish RTOs (disaster and minimum acceptable level) and RPOs (last good data)

· Plan and coordinate data gathering and analysis

· Questionnaires 

· Financial impact, customer impact, legal impact, regulatory impact

· Disruption<RTO

· Disaster >RTO

· Vital records management 

· Data backup strategies 

· Prepare and present BIA

Developing Business Continuity Strategies (Planning)
· Assess strategies, maximum recovery impact in RTO window 
· Support services/resources needed

· Alternate strategies  (combo, displacement, alternate site, work from home) 

· Cost (advantages and disadvantages) 

· Develop a cost/benefit analysis 

· Other requirements 

Emergency Preparedness and Response (Planning)
· Types of emergencies 
· Tactical and strategic planning

· Evacuation/SIP

· Facility stabilization 

· Identify and review existing emergency response procedures

· Life safety

· Command and control

· ICS

· Crisis management 

· Notification and protocols 

Developing and Implementing Business Plans (Planning)
· Types of plans (crisis mgt, COOP, DRP, ERP, BCP, etc)
· Introduction, policy statements, scope, assumptions, essential business functions and processes)

· BCP structure (base plan)

· Checklists 

· Disaster recovery management 

· Critical continuity functions

· Human resource responsibilities 

· Recovery communications 

· Insurance/Emergency funds

· Plan implementation 

· Plan distribution 

Awareness and Training Programs (Post-Planning)
· Importance of BCP
· Awareness activities

· Training activities

· Audience needs 

· Delivery tools

Business Continuity Plan Exercise, Audit, and Maintenance (Post-Planning)
· Exercise and test the plan
· Tabletop, walkthrough, backup, integrated, comprehensive, standalone, call trees, line of business, facilities) 

· Timeline

· AAR/IP

· Maintain BCP

· Establish an audit process

Crisis Communications (Post-Planning)
· Sources of communication
· Methods of communication

· Internal vs. external

· Stakeholders 

· Media and role of spokesperson 

· Key messaging 

· Crisis communication plan

Coordination with External Agencies (Post-Planning) 

· Identify and establish the organizational emergency management procedures 
· Coordination with external agencies 

· Current laws and regulations 

· ICS
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