[image: image1.jpg]1 \
For Official Use Only

N AT ONAL [EXERCISE |[PROGIRA M

For Official Use Only





Situation Manual (SitMan)

Mad World TTX 
NJPCA and OHI
Exercise Date: 06/02/11
Publishing Date: 12/25/10
FINAL

Preface

The Mad World TTX was developed at the request of Ocean Health Initiatives. It is written by the NJPCA and was designed with the input, advice, and assistance from Ocean Health Initiatives, which followed the guidance, set forth in the Homeland Security Exercise Evaluation Program (HSEEP).

The Department of Health and Human Services (HHS), through the Hospital Preparedness Program (HPP) guidance, specifically prompts the inclusion of Federally Qualified Health Centers in HPP activities including exercises and after action improvement planning.  

This situation manual (SITMAN) should provide participants with sufficient information and tools necessary for their roles in the exercise.  
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Handling Instructions

1.
The title of this document is Mad World (TTX) Situation Manual (SitMan).
2.
The information gathered in this SitMan is For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from NJPCA or OHI is prohibited.

3.
At a minimum, the attached materials will be disseminated only on a need-to-know basis and when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4.
For more information, please consult the following points of contact (POCs):

Exercise Director/POC:

Name 


Amelia Muccio
Title


Director of Emergency Management 
Agency

NJPCA
Street Address

3836 Quakerbridge Rd, Suite 201
City, State ZIP

Hamilton, NJ 08619
Office


(609) 689-9930 ext. 26
E-mail


amuccio@njpca.org

Exercise Director/POC:
Name 


Vito Veneruso
Title


 Security/Safety Manager
Agency

Ocean Health Initiatives 
Street Address

301 Lakehurst Rd
City, State ZIP

Toms River, NJ 08755

Office


(732) 363-6655 ext. 8233
E-mail


vveneruso@ohinj.org
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Introduction

Background

Workplace violence refers to violence that originates from employees or employers and threatens employers and/or other employees.  The definition of work related violence that has received pan-European acceptance is as follows: “incidents where people are abused, threatened or assaulted in circumstances relating to their work, involving an explicit or implicit challenge to their safety, well-being or health”.  This definition establishes violence as a behavior with the potential to cause harm. Broadly speaking there are three forms: non-physical violence (intimidation, abuse, threats etc), physical violence (punching, kicking, pushing etc), aggravated physical violence (use of weapons, e.g. guns, knives, syringes, pieces of furniture, bottles, glasses, etc).
Violence in all its forms is a concern for staff and management alike. For employers, violence can lead to poor morale and a poor image for the organization, making it difficult to recruit and keep staff. For employees, violence can cause pain, distress and even disability or death. Physical attacks are obviously dangerous but serious or persistent verbal abuse or threats can also damage employees’ health through anxiety or stress. 

By understanding the cause of the violence we will be better able to eliminate, reduce or manage the risk of it occurring. There are four main types of work related violence:

1. Criminal violence-violence perpetrated by individuals who have no relationship with the organization or victim. Normally their aim is to access cash, stock, drugs, or perform some other criminal or unlawful act.

2. Service user violence-violence perpetrated by individuals who are recipients of a service provided in the workplace or by the victim. This often arises through frustration with service delivery or some other by-product of the organizations core business activities.

3. Worker–on-worker violence-violence perpetrated by individuals working within the organization; colleagues, supervisors, managers etc. This is often linked to protests against enforced redundancies, grudges against specific members of staff, or in response to disciplinary action that the individual perceives as being unjust.

4. Domestic violence-violence perpetrated by individuals, outside of the organization, but who have a relationship with an employee e.g. partner, spouses or acquaintances. This is often perpetrated within the work setting, simply because the offender knows where a given individual is during the course of a working day.

There are eight identified types of aggression:

· Verbal-passive-indirect (failure to deny false rumors about target, failure to provide information needed by target)

· Verbal-passive-direct ("silent treatment", failure to return communication, i.e. phone calls, e-mails)

· Verbal-active-indirect (spreading false rumors, belittling ideas or work)

· Verbal-active-direct (insulting, acting condescendingly, yelling)

· Physical-passive-indirect (causing others to create a delay for the target)

· Physical-passive-direct (reducing target's ability to contribute, i.e. scheduling them to present at the end of the day where less people will be attending)

· Physical-active-indirect (theft, destruction of property, unnecessary consumption of resources needed by the target)

· Physical-active-direct (physical attack, nonverbal, vulgar gestures directed at the target)

In a study performed by Baron and Neuman (1996) researchers found pay cuts and pay freezes, use of part time employees, change in management, increased diversity, computer monitoring of employee performance, reengineering, and budget cuts were all significantly linked to increased workplace aggression. The study also showed a substantial amount of evidence linking unpleasant physical conditions (high temperature, poor lighting) and high negative effect, which facilitates workplace aggression.
The Canadian Centre for Occupational Health and Safety lists the following higher risk occupations:
· health care employees

· correctional officers

· social services employees

· teachers

· municipal housing inspectors

· public works employees

· retail employees

The Employee Assistance Program (EAP) is a program originally designated to assist persons with addiction problems, and later offered family, marital, and financial counseling, now offers assistance in reducing workplace violence. The EAP, through counseling and consultation, aids in increasing employee productivity, efficiency, and morale in the workplace, which in turn decreases employee turnover and absenteeism. The EAP has designed a general program for diffusing workplace anger and violence. The elements of the program are:

· Diagnosis. An employee of an organization asks for assistance and the EAP staff attempts to diagnose the problem.

· Treatment. Counseling or therapy is provided. If the EAP is unable to assist the employee, the employee may be referred to the appropriate professional outside of the organization.

· Screening. Periodic screening and examinations of employees, especially of those in highly stressful positions, to detect warning signs of violence or aggression.

· Prevention. Employers use education and persuasion to communicate to employees with high risk levels that there must be alternative solutions to dealing and coping with stress.

Purpose

The purpose of this exercise is to provide FQHC participants with an opportunity to evaluate their current response concepts, plans, and capabilities and further identify enhancements to a security situation “Code Gray” that presents at a Center.  The exercise will focus on the preparedness, sustainability and response of FQHCs during a security emergency (hostile, combative patient) and the function of their Emergency Operations Plan, Continuity of Operations Plan, Business Continuity Plan and Standard Operating Procedures (SOPs). Finally, it provides an opportunity for FQHCs to strategize with peers through the sharing of personal experiences and lessons learned.

CODE GRAY: A security emergency (including combative/hostile patient or patient elopement)

Scope

This exercise will focus on high-level decisions and concepts that FQHCs will need to consider in response to a security emergency “Code Gray” which will result in facility closure and/or difficulty remaining operational. The progressive scenario and corresponding prompts will aid and facilitate the exploration of the FQHC’s understanding of their own Hazard Vulnerability Analysis, Emergency Operations Plan, and Continuity of Operations Plans.  Also, emergency management fundamentals including the ICS/NIMS relationship, the emergency planning process, and emergency public information will be examined. Ultimately, it highlights the need for a networked approach to preparedness and response.

NJPCA and OHI developed this exercise. The primary limitations of this exercise include the varied emergency preparedness/response backgrounds of the participants, their roles at the individual and organizational levels, as well as, the recognition that no FQHCs have individuals grant funded to perform emergency preparedness duties independently of their other job functions and responsibilities.  
Target Capabilities

In December of 2003, Homeland Security Presidential Directive-8: “National Preparedness” (HSPD-8) directed the newly formed Department of Homeland Security (DHS) to prepare and promulgate a National Preparedness Goal, and to establish a national program and a multi-year planning system to conduct homeland security preparedness-related exercises.  This directive led to the creation of the National Planning Scenarios, the Target Capabilities List (TCL), and HSEEP to provide the foundation for preparedness and response initiatives in a networked environment. The National Planning Scenarios identify fifteen possible incidents of national significance with high consequences and were designed to address a broad range of prevention and response requirements under each scenario.   The TCL is a set of thirty-seven essential capabilities that should be developed and maintained (in whole or in part) to prevent, protect against, respond to, and recover from terrorist attacks and major disasters. The target capabilities are also recognized as those capabilities considered critical to performing across the fifteen National Planning Scenarios.  Finally, HSEEP provides the methodology for a capabilities-driven exercise program.
The target capabilities below have been selected by the Exercise Planning Team and provide the foundation for the development of the exercise scenario and objectives:

· Planning
· Communications

· Emergency Public Information and Warning
Exercise Objectives

Exercise objectives: are focused on improving players’ understanding of response concepts and identifying good practices, as well as areas for enhancements, and/or compelling a change in perspective. This exercise adheres to the following design objectives:

1. Planning- Review and evaluate Center’s NIMS compliant Hazard Vulnerability Analysis (HVA), Emergency Operations Plan (EOP), Continuity of Operations Plans (COOP), and Standard Operating Procedures (SOPs) for Code Gray and security emergencies; and assess the Center’s preparedness plans that encompasses planning, training, exercising, evaluation, and the incorporation of after action reviews (AAR) and lessons learned (LL).  

2. Communications- Review and evaluate Center’s communication plans and procedures that enriches interoperable communications to provide advanced customer service, reliability, and operational effectiveness; assess Center’s ability to maintain situational awareness; and policies for backup/alternate communication methods during security emergencies. 
3. Emergency Public Information and Warning- Identify all pertinent stakeholders across all disciplines and incorporate them into the information flow through a clearly defined information sharing system; and review plans, procedures, and policies for coordinating, managing, and disseminating notifications effectively during a security emergency.  
Participants

· Players respond to the situation presented based on expert knowledge of response procedures, current plans and procedures, and insights derived from training.

· Evaluators document key discussions for the After Action Report, After Action Planning Conference and Improvement Planning Matrix.
· Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key planning committee members may also assist with facilitation as subject matter experts (SMEs) during the tabletop exercise.

Exercise Structure

Mad World is a scenario-based, group discussion initiated and driven by a multimedia presentation and this SITMAN. After reviewing the developing scenario in each module, players will reflect on the corresponding prompts within their groups, detail any actions to be taken.

· Module 1: Initial Contact
· Module 2: The Arrival
· Module 3: Future Encounters
The module begins with a multimedia update that summarizes the key events occurring within that time period. Following the updates, participants review the situation and engage in plenary group discussion of appropriate response issues. 

Following these plenary group discussions, participants then enter into a facilitated caucus discussion in which a spokesperson from each group presents a synopsis of the group’s actions based on the scenario.

Each exercise participant will receive a SITMAN that provides a written storyline to accompany presented situation updates. This document includes expected outcomes, a series of prompts after each scenario narrative, and worksheets and other reference material, as relevant. These pieces are provided to highlight pertinent issues for consideration, and serve as a catalyst for group discussions to meet exercise objectives. Each group will have a master binder containing the pertinent records and forms and is organized by Module. The groups will complete these forms, where relevant, and the master binders will be retained by the Association, for evaluation, at the conclusion of the exercise.

Exercise Guidelines

Due to time constraints, it is not anticipated that groups will be able to work through this entire exercise. However, the following exercise guidelines are offered to help the TTX stay on track and run as smoothly as possible.

· This is an open, low-stress, no-fault environment. The discussions will explore policies, decisions, actions, and key relevant issues, which will require participants to respect the observations, opinions, and perspectives of others.

· Treat the scenario incidents as real.

· Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from training.

Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.

· Keep the time constraints in mind and comments focused, where possible.

Assumptions and Artificialities

In any exercise a number of assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:

· The scenario is plausible, and events occur as they are presented.

· There is no “hidden agenda”, nor any trick questions.

All players receive information at the same time.

· When possible, discussions and decision-making should be informed, first, by active plans, policies, and procedures. If this presents an obstacle for the group as it progresses through the modules, discussions and decision-making can be hypothetical and based on group consensus when possible. 

Players (OHI Invitees)
Staff from clinical, administration, security and senior leadership are invited to participate.  
Agenda (3 hours)
· 9:00 AM

Registration/Material Pickup
· 9:10 AM

Welcome/Opening Remarks 
· 9:20 AM

Exercise Introduction 
· 9:30 AM

Module 1 
· 9:35 AM

Discussions 
· 9:55 AM

Brief Out 
· 10:15 AM

Module 2
· 10:20 AM

Discussions 
· 10:40 AM

Brief Out 
· 11:00 AM

Module 3 
· 11:05 AM

Discussions 
· 11:20 AM

Brief Out 
· 11:40 AM

Hot Wash 
· 12:00 PM

Wrap Up/Adjournment 
Module 1: Initial Contact
January 25, 2011 (Tuesday) 
The frigid forecast continues…our economy is still sluggish as the holiday season did not hit the economic high note as anticipated.  Unemployment remains near 10% and several economists are predicting a double dip recession.  Your Center is seeing an increase in patient volume due to the unemployment and lack of healthcare coverage.  On this exceptionally cold winter day, Mr. Ernie attends his scheduled appointment at your Lakewood site.  Mr. Ernie has been to Ocean Health Initiatives before.  He is a married, middle aged man with no pre-existing conditions.  His file indicates he is employed at a local bank.  All previous encounters have been uneventful.  However, on this particular day, Mr. Ernie presents to your Center in an agitated state.  He waits for 15 minutes in the lobby growing more impatient by the minute.  When called back for his appointment, he appears “off” and is mumbling to himself as he walks to the patient exam room.  
When his vitals are taken, they reveal hypertension and tachycardia.  He is sweating and jittery.  When his treating physician inquires about his vitals, Mr. Ernie “flies off the handle” into a hostile rage.  He is shouting violently at the doctor that “he is not on drugs and life wasn’t supposed to work out this way”.  When the physician asks him to remain calm, he becomes even more hostile.  He is now cursing at the physician.  
Key Issues

· Economic woes
· Increased stress

· Busy Center

· Patient turns combative

· Possible security situation 

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. What immediate actions should staff take?  Where are these actions documented (what plan, by whom, etc)?
2. Is workplace violence listed in your HVA as a medium to high risk?  If so, do you have a written SOP to address it?

3. Does your Center have a written Code Gray policy?

4. Does your Center have a written security plan?  Is violence in the workplace part of your Center’s EOP or COOP? 
5. Based on your plans, who and how deals with Mr. Ernie?  Please outline the basics.  If you do not have a plan, please lay out what actions should be taken to address the current situation?  

6. According to your plan when is 9-1-1 called?  Would 9-1-1 be called or would this be handled internally?  Is ICS activated? 
7. Who needs to be notified of the current situation? How are they notified? 

8. Does your facility have an overhead page system? Does your Center have a written policy for code activation? 

9. What are your three overarching priorities at this point (combative patient, possible security threat)? 

10. Could this situation have been avoided by asking Mr. Ernie to leave earlier?  Do you have a legal right to deny him care? Who makes this decision?  Is this a written policy? 

11. What preparedness plans/training would have better assisted you in today’s event?
Module 2: The Arrival
March 10, 2011 (Thursday) 
Weeks have pasted from your first encounter with the “Mr. Hyde” aspect to Mr. Ernie.  A staff member who is friendly with Mr. Ernie’s son’s schoolteacher’s brother-in-law mentioned that Mr. Ernie had been laid off from his job at the bank.  Another staff member heard from Mr. Ernie’s sister’s hairdresser’s twice removed cousin that Mr. Ernie’s wife, Sasha, filed for divorce recently.  
Due to a loophole in your policies, Mr. Ernie is successful in scheduling another appointment for himself at your Lakewood site.  Mr. Ernie arrives for his scheduled appointment today and instead of signing in; he bypasses the security guard and enters through the unlocked door on the left into your pediatric waiting room.  He immediately starts yelling and ranting that your care stinks and everyone should leave.  Mr. Ernie has everyone’s attention and is steps away from a minor.    

Key Issues

· Through loophole, Mr. Ernie schedules another appointment
· Mr. Ernie bypasses security and enters unlocked door

· Hostile patient in treatment area

· Patients/Staff in immediate area

· Security hazard

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. According to your Center’s revised plans (HVA, EOP, COOP, SOPs, etc.) for security emergencies, what actions should be taken immediately?
2. Would today’s situation be handled differently than the situation on January 25th?  Does your plan contain trigger points with responding prompts and action items?  What is the advantage of a plan with trigger points?

3. According to your plans, would 9-1-1 be called?

4. Who and how would be involved in the immediate situation?  Is ICS activated? What positions? 

5. How would you handle the risk to nearby patients?  Do you have a written policy for their safety?  Staff safety?
6. How is this event (Code Gray) different than a Code Silver?  Does your Center have a written Code Silver policy?

7. Who should be notified of the current situation (internally and externally)?

8. Would you continue to see patients?  If not, how are these patients notified?  Is there a pre-written script in place?  Would you reschedule patients for another site that day?  Does your Surge Capacity Plan have a contingency for an event like this?  Would transportation be provided? Would you use the mobile van to support the surge? 
9. Do you have written policies for evacuation, shelter-in-place or lockdown for an emergency situation?

10. Do you have a plan detailing how to do a sweep (room by room) of your Center?

11. Do you have security staff?  If so, are they trained for this type of emergency?  
12. Does your Center have a “blacklist” for troublesome patients?  Would this policy have prevented Mr. Ernie from revisiting your Center?  How would this policy be implemented to prevent patients from making appointments?  

13. What liability issues does your Center face from today’s situation?  Are these issues addressed in writing? 

14. Does your Center have a written mental health plan and/or crisis counseling program?  How would you address the possible mental health issues that arise for today’s event?

15. What aspects of today’s event should be changed to ensure this situation does not occur again, i.e. locking magnetic doors, blacklist, etc? 

Module 3: Future Encounters
April 7, 2011 (Thursday) 
March enters like a lion and does not leave like a lamb. April brings even worse economic news.  Your Center is seeing a surge of patients as many local residents have been laid off and are losing their healthcare coverage.  Times are rough and tensions are high.  Since the Mr. Ernie debacle your Center has added and modified existing emergency and security plans to make sure the same situation does not occur again in your Center.   
Today, a new patient, Mr. Y attends his first appointment at your Lakewood site.  Mr. Y is sitting anxiously in the waiting room.  He has been waiting for 20 minutes.  Mr. Y has inquired at the front desk about Ms. X, his friend and one of your current staff members.  Mr. Y explains that they are old high school friends.  He is asking when Ms. X works.  He would “love to say hi”.     
Key Issues

· New changes to emergency and security plans

· Extremely busy at Center
· Many new patients

· New patients asking about staff member

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
1. Does Mr. Y present a security emergency?  Why or why not?
2. If yes, do you have a written plan in place to deal with this type of security emergency?  Is this part of your Code Gray policy?
3. What immediate actions should be taken to deal with Mr. Y?  Who handles this?  Did you use ICS?
4. Would you inform Ms. X of the situation?  Who would notify her?  How is this information kept confidential or “need to know”?  
5. Does your Center have a method in place for employees to confidentially report custody issues, temporary restraining orders or domestic violence?  Should this be part of your plan?

6. Does your Center have an Employee Assistance Program (EAP)?
7. Do you provide any training to staff on violence in the workplace topic?  If so, how often?
8. What staff positions or ICS positions are needed to provide a safe environment during a Code Gray (security) emergency? 

9. Is your facility “hardened” for security emergencies (guards, camera, etc)?  How could this be improved? 

10. Is your Center Joint Commission accredited? Do you have a policy in place for writing up this type of event for your After Action Report?

11. What lessons learned did your Center take away from this security emergency (all three days)?  Please list 5 lessons learned that should be implemented to improve your Center’s planning, preparedness and response to security emergencies.   
Appendix A: Acronym List

AAR
After Action Report

AAR/IP
After Action Report/Improvement Plan

COOP
Continuity of Operations Plan 

DHS
U.S. Department of Homeland Security

EOP
Emergency Operation Plan

FEMA
Federal Emergency Management Agency

FOIA
Freedom of Information Act

FOUO
For Official Use Only
FQHC
Federally Qualified Health Center

HSEEP
Homeland Security Exercise and Evaluation Program
HVA
Hazard Vulnerability Analysis

ICS
Incident Command System

MAA
Mutual-aid agreement

MCI
Mass Casualty Incident 

MCIP
Mass Casualty Incident Plan

MOU
Memorandum of understanding

NIMS
National Incident Management System

NJDHSS
New Jersey Department of Health and Senior Services

NJPCA
New Jersey Primary Care Association

NRF
National Response Framework
OEM
Office of Emergency Management

OHI
Ocean Health Initiatives 

PIO
Public Information Officer

POC
Point of Contact

SitMan
Situation Manual

SME
Subject matter expert

SOG
Standard Operating Guideline

SOP
Standard Operating Procedure

TCL
Target Capabilities List

TTX
Tabletop exercise
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PARTICIPANT FEEDBACK FORM

Please enter your responses in the form field or check box after the appropriate selection.

Participant Name:    




Title: 

Agency: 

Role (please place a checkmark in one of the boxes below) :

 
Player  FORMCHECKBOX 
 
Observer  FORMCHECKBOX 
 
      Facilitator  FORMCHECKBOX 
 
Evaluator  FORMCHECKBOX 

Part I – Recommendations and Action Steps

Based on discussions today and the tasks identified, list the top 3 issues and/or areas that need improvement.

Identify the action steps that should be taken to address the issues identified above. For each action step, indicate if it is a high, medium, or low priority. 

Describe the action steps that should be taken in your area of responsibility.  Who should be assigned responsibility for each action item? 

List the policies, plans, and procedures that should be reviewed, revised, or developed. Indicate the priority level for each.
Is there anything you saw in the exercise that the evaluator(s) might not have been able to experience, observe and / or record?
Part II – Exercise Design and Conduct 

What is your assessment of today’s exercise?

Please rate, on a scale of 1 to 5, the assessment factors listed below, with 1 indicating strong disagreement with the statement and 5 indicating strong agreement.
	
	
	Rating of Satisfaction with Exercise

	
	Assessment Factor
	Strongly Disagree 
	
	
	
	Strongly Agree

	
	
	
	
	
	
	

	a.
	The exercise was well structured and organized.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	b.
	The exercise scenario was plausible and realistic.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	c.
	The Situation Manual was useful.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	d.
	Participation in the exercise was appropriate for someone in my position.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	e.
	The participants included the right people at the right level and mix of disciplines.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	


12.   What changes would you make to improve this exercise?

Please provide any recommendations on how this and future exercises could be more useful to you. 

3.
What additional training or experience would you like to have?
Your participation was very important—thank you! 
