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Preface

NJPCA’s 2010 TTX Hammonton, We Have a Problem, was developed at the request of Southern Jersey Family (FQHC). It is sponsored by Southern Jersey Family and was designed with the input, advice, and assistance from the Hammonton, We Have a Problem Exercise Planning Team, which followed the guidance, set forth in the Homeland Security Exercise Evaluation Program (HSEEP).

The Department of Health and Human Services (HHS), through the Hospital Preparedness Program (HPP) guidance, specifically prompts the inclusion of Federally Qualified Health Centers in HPP activities including exercises and after action improvement planning.  

This situation manual (SITMAN) should provide participants with sufficient information and tools necessary for their roles in the exercise.  
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Handling Instructions

1.
The title of this document is Hammonton, We Have a Problem 2010 Tabletop Exercise (TTX) Situation Manual (SitMan).
2.
The information gathered in this SitMan is For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from Southern Jersey or NJPCA is prohibited.

3.
At a minimum, the attached materials will be disseminated only on a need-to-know basis and when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4.
For more information, please consult the following points of contact (POCs):

NJPCA POC:

Name 


Suzanne Geiger
Title


Administrator
Agency

NJPCA
Street Address

3836 Quakerbridge Rd, Suite 201
City, State ZIP

Hamilton, NJ 08619
Office


(609) 689-9930 ext 15
E-mail


sgeiger@njpca.org

Exercise Director:
Name 


Amelia Muccio
Title


Director of Disaster Planning
Agency

NJPCA
Street Address

3836 Quakerbridge Rd, Suite 201
City, State ZIP

Hamilton, NJ 08619
Office


(609) 689-9930 ext. 26
E-mail


amuccio@njpca.org
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Introduction

Background

HRSA’s PIN 2007-15 defines an emergency or disaster as the following, 

“an event affecting the overall target population and/or the community at large, which precipitates the declaration of a state of emergency at a local, State, regional, or national level by an authorized public official such as a governor, the Security of the Department of Health and Human Services, or the President of the United States.”  

The NJPCA and the FQHCs are dedicated to the expansion and provision of quality, cost-effective primary care health services delivered to New Jersey’s most underserved and vulnerable populations.    With over 90+ sites in 20 counties, FQHCs serve 367,000 patients through 1,200,000 visits (2008).  Of these 367,000 patients, 42% are uninsured and utilize FQHCs are their primary medical home.  

Through the Office of Disaster Planning, NJPCA provides FQHCs with the skills they need to successfully prepare, respond and recover from natural and manmade disasters.  Since 2005, NJPCA has assisted FQHCs with emergency planning and training resources.  
One such tool is a Continuity of Operations Plan (COOP) that assists the organization’s ability to continue providing essential functions and services during an emergency and resume full operational status after the emergency. COOP emergencies/events are (but not limited to) equipment failure, flooding, fire, extended power outage, CBRNE event, pandemic influenza, or civil disturbance.  
COOPs:

· Ensures that essential FQHCs functions are maintained during an emergency

· Ensures FQHC staff’s roles and responsibilities are clearly defined and communicated 

· Ensures the successful succession of office in the event a disruption renders the CEO/President unable to perform their responsibilities

· Ensures that FQHC staff has an alternate facility from which to work

· Reduces loss of life by minimizing damage and losses 

· Reduces or mitigates disruptions to FQHC operations

· Protects essential functions, equipment, vital records and other assets

· Achieves a timely and orderly recovery from a COOP emergency

COOPs are driven by the all hazards approach to emergency management and are based on each facility’s Hazard Vulnerability Analysis (HVA).  

Purpose

The purpose of this exercise is to provide Southern Jersey participants with an opportunity to evaluate their current response concepts, plans, and capabilities and further identify enhancements to current communication systems and patient scheduling and tracking information during an evacuation.  The exercise will focus on the role of FQHCs during such an event and the function and strengthen of their policies, plans, and protocols.  Finally, it provides an opportunity for Senior Staff to strategize with peers through the sharing of personal experiences and lessons learned.
Scope

This exercise will focus on high-level decisions and concepts that Southern Jersey will need to consider in response to an internal and external communication crisis which will result in the Center’s inability to communicate with patients during an evacuation. The progressive scenario and corresponding prompts will aid and facilitate the exploration of the Southern Jersey’s understanding of planning, communications and emergency public information and warning polices need to facilitate a smooth transition during the Call Center’s evacuation.  Ultimately, it highlights the need for a networked approach to preparedness and response.

NJPCA in assistance with Southern Jersey developed this exercise. The primary limitations of this exercise include the varied emergency preparedness/response backgrounds of the participants, and their roles at the individual and organizational levels. 
Target Capabilities

In December of 2003, Homeland Security Presidential Directive-8: “National Preparedness” (HSPD-8) directed the newly formed Department of Homeland Security (DHS) to prepare and promulgate a National Preparedness Goal, and to establish a national program and a multi-year planning system to conduct homeland security preparedness-related exercises.  This directive led to the creation of the National Planning Scenarios, the Target Capabilities List (TCL), and HSEEP to provide the foundation for preparedness and response initiatives in a networked environment. The National Planning Scenarios identify fifteen possible incidents of national significance with high consequences and were designed to address a broad range of prevention and response requirements under each scenario.   The TCL is a set of thirty-six essential capabilities that should be developed and maintained (in whole or in part) to prevent, protect against, respond to, and recover from terrorist attacks and major disasters. The target capabilities are also recognized as those capabilities considered critical to performing across the fifteen National Planning Scenarios.  Finally, HSEEP provides the methodology for a capabilities-driven exercise program.
The target capabilities below have been selected by the Hammonton, We Have a Problem TTX Exercise Planning Team and provide the foundation for the development of the exercise scenario and objectives:

· Planning
· Communications
· Emergency Public Information and Warning 
Exercise Objectives

Exercise objectives: are focused on improving players’ understanding of response concepts and identifying good practices, as well as areas for enhancements, and/or compelling a change in perspective. This exercise adheres to the following design objectives:

1. Planning-Assess SJ’s scalable strategic plans, based on normal response plans, to prevent, protect against, respond to, and recover from natural and man-made disasters, as well as acts of terrorism; Review SJ’s Emergency Operations Plan (EOP) annexes for hazard specific response to include natural and man-made disasters as well as acts of terrorism, and other hazards; Assess SJ’s all-level Continuity Plans including personnel, equipment, and private resources that will support the sustainment and/or reestablishment of FQHC essential functions; Review SJ’s plans that identify the critical and time sensitive applications, processes, and functions, to be recovered and continued, following an emergency or disaster, as well as the personnel and procedures necessary to do so (business continuity); and develop, review, evaluate and update the Center’s emergency management and/or preparedness plans based on lessons learned and/or AARs to address problems/gaps and needed corrective actions.  

2. Communications-Assess emergency communications and data requirements for internal and external stakeholders; Develop and review supplemental and back-up communications and information technology plans, procedures, and systems; Assess and develop a continuous improvement plan that enriches interoperable communications to provide advanced customer service, reliability, and operational effectiveness; Assess SJ’s reliable, redundant, and robust communications systems for daily operations capable of quickly reconstituting normal operations in the event of disruption or destruction; and Assure redundant communications circuits/channels are available for use.  

3. Emergency Public Information and Warning- Assess plans, procedures, & policies for coordinating, managing, and disseminating public information effectively under all hazards and conditions; Identify communication plans, policies, procedures, and systems that support required information sharing and communications across stakeholders to support public information, alert/warning, and notification; Review plans, procedures, and systems to rapidly control rumors by correcting misinformation; and assess emergency public information to at-risk populations that are economically disadvantaged, have limited language proficiency, have disabilities (physical, mental, sensory, or cognitive limitations), experience cultural or geographic isolation, or are vulnerable due to age.   
Participants

· Players respond to the situation presented based on expert knowledge of response procedures, current plans and procedures, and insights derived from training.

· Evaluators document key discussions for the After Action Report, After Action Planning Conference and Improvement Planning Matrix

· Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key planning committee members may also assist with facilitation as subject matter experts (SMEs) during the tabletop exercise.

Exercise Structure

Hammonton, We Have a Problem is a scenario-based, group discussion initiated and driven by a multimedia presentation and this SITMAN. After reviewing the developing scenario in each module, players will reflect on the corresponding prompts within their groups, detail any actions to be taken.

· Module 1: Initial Evacuation
· Module 2: Where Do All the Patients Go?
· Module 3: Reestablishment of Call Center
The module begins with a multimedia update that summarizes the key events occurring within that time period. Following the updates, participants review the situation and engage in plenary group discussion of appropriate response issues. 

Following these plenary group discussions, participants then enter into a facilitated caucus discussion in which a spokesperson from each group presents a synopsis of the group’s actions based on the scenario.

Each exercise participant will receive a SITMAN that provides a written storyline to accompany presented situation updates. This document includes expected outcomes, a series of prompts after each scenario narrative, and worksheets and other reference material, as relevant. These pieces are provided to highlight pertinent issues for consideration, and serve as a catalyst for group discussions to meet exercise objectives. Each group will have a master binder containing the pertinent records and forms and is organized by Module. The groups will complete these forms, where relevant, and the master binders will be retained by the Association, for evaluation, at the conclusion of the exercise.

Exercise Guidelines

Due to time constraints, it is not anticipated that groups will be able to work through this entire exercise. However, the following exercise guidelines are offered to help the TTX stay on track and run as smoothly as possible.

· This is an open, low-stress, no-fault environment. The discussions will explore policies, decisions, actions, and key relevant issues, which will require participants to respect the observations, opinions, and perspectives of others.

· Treat the scenario incidents as real.

· Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from training.

Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.

· Keep the time constraints in mind and comments focused, where possible.

Assumptions and Artificialities

In any exercise a number of assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:

· The scenario is plausible, and events occur as they are presented.

· There is no “hidden agenda”, nor any trick questions.

All players receive information at the same time.

· When possible, discussions and decision-making should be informed, first, by active plans, policies, and procedures. If this presents an obstacle for the group as it progresses through the modules, discussions and decision-making can be hypothetical and based on group consensus when possible. 

Players 

This exercise is written for key officials and senior decision makers of Southern Family Medical Center (FQHC).  
Agenda 

8:00-9:00 AM

Setup for TTX
9:00-9:05 AM
Welcome—Amelia Muccio, NJPCA 

9:05-9:20 AM

Exercise Introduction and Overview—Bill Jamison

9:20-9:25 AM

Module 1

9:25-9:55 AM

Discussions


9:55-10:10 AM
Brief Out

10:10-10:15 AM
Module 2

10:15-10:45 AM
Discussions 

10:45-11:00 AM
Brief Out

11:00-11:05 AM
Module 3

11:05-11:35 AM
Discussions 

11:35-11:40AM
Brief Out

11:40-11:55AM
Hot Wash

11:55 AM -Noon
Wrap Up/Adjournment

Module 1: Initial Evacuation
April 8, 2010; 10 AM 
On April 8, 2010 Southern Jersey’s Call Center at 1 White Horse Centre in Hammonton, NJ is busy as usual scheduling patient appointments for Southern’s FQHCs.  Around 10:10 a Call Center representative receives a call from a man who claims to have planted a bomb in the building.  He has angry over his recent divorce and was targeting his wife’s lawyer but he, in his rage, mistook the correct address of the lawyer and claims to have planted an explosive device in your building.  He is very apologetic and urges everyone to evacuate.  He urges everyone to leave now as the device is set to explode in minutes.      
Key Issues

· Southern’s Call Center is busy taking calls
· Man calls and claims there is a bomb in the building

· Man urges everyone to evacuate now

· Man claims there are only minutes before device goes off

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1.  According to your emergency operation plan (EOP), what should the Call Center representative do?
2. What are your policies regarding a possible explosive device in your building?  

3. According to your EOP/SOPS/Policies, who needs to be notified?  Internal?  External?

4. What are your facilities policies on evacuation?  Does your facility have a code for evacuation or possible bomb threat?  Does your facility have a meeting spot post evacuation?

5. Who makes the decision to evacuate?  Would your facility evacuate passed on this information?

6. Given the situation thus far, have you identified any deficiencies in your current policies regarding a bomb threat call or evacuation?  Did you use the Incident Command System?
Module 2: Where Do All the Patients Go?
April 8, 2010; 10:45 AM
 Within minutes of your notification to 911--police, fire, and EMS are on site and the bomb squad/HAZMAT arrives within 30 minutes.  People panicked upon evacuation and two Southern Jersey staff members are missing.  There are claims that that one called in sick but another member in the office swears the person was in today.  Another member that multiple people confirm was in today is nowhere to be found.  A coworker swears, the second missing coworker jumped in his car and left immediately after the evacuation.  

The bomb squad cannot locate an explosive device and rules the event a hoax.  Coincidentally, a police officer is walking out of the building coughing, dizzy and is complaining of lightheadedness.  He claims to smell gas and now rumors are abound that there is a gas leak in the building.  Some rumors are claiming the leak is intentionally and the bomb threat was just a distraction from the real agenda of the caller.  

Within minutes, the news crew of W-BLAH pulls into the parking lot.  The on-scene incident commander deems it is not staff to re-enter the building at this time until the gas leak situation can be confirmed and addressed.  No one is allowed to reentry the building.  Everyone evacuated so quickly that no one grabbed any work or key documents.  So, here we all are, standing the parking lot, not able to reentry the building to continue with work but work is still continuing without us.  Also, the IC does not want anyone to leave the parking lot in case, people need to be interviewed.  Patients are still calling to schedule and change appointments and the answering service was not placed on call.  Additional administrative work is also stalled because of the evacuation.  Southern’s Disaster Preparedness Educator receives a call on his cell from a Center Administrator asking why no one is answering the phone at the administrative offices.      
Key Issues

· Staff quickly evacuated from building, standing in parking lot
· 2 SJ employees are unaccounted for post evacuation

· Police, EMS, fire, bomb squad/HAZMAT are on scene

· No bomb is found

· Call was a hoax

· Officer sick complaining of symptoms and a gas leak

· Rumors galore, staff nervous

· Media arrives on scene

· Cannot reenter building and cannot leave the parking lot (IC)
· Essential work not being completed, patients calling-receiving no answer
· Center Administrator calls wandering why no one is answering at the administrative offices

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1.  Was SJ’s bomb threat and evacuation policies followed as current written?  If not, what was not followed?  Did the initial Call Center Rep follow the proper protocol for initial bomb threat?  Could have this information been verified?  
2. Did SJ’s evacuation plan contain a “rally point” for all staff members?

3. How and who will verify the status of the two “missing” employees according to your EOP? (remember you are all in a parking lot).  

4. Is anyone from Southern Jersey speaking with the IC on-scene?  Is this a single, pre-identified person?  What do your polices include for this type of situation?
5. How do you minimize rumors and keep the staff calm?  What policies address this?

6. Is someone going to speak with the media if the media approaches SJ staff?  What are your media policies?
7. A Center Administrative called and asked what is going on with your administrative offices.  What should she be told?  What do your policies state for this situation?  
8. How can Southern be proactive instead of reactive in this situation?  What policies need to be changed for a better, more effective proactive response in the future?  

9. Who at the Center’s need to be told of the current situation?  Do you have communication policies in place for this?  

10. What backup redundant communication policies for voice and data do you have in place?  
11. In the rush to evacuate, the answering service was not notified, what is the status of patients that are calling the Call Center?  Do you have policies to address this?  
Module 3: Reestablishment of Call Center
April 8, 2010; 11:30 AM
By 11:30 AM, there was been little progress and more media has arrived.  Your two employees turned up unharmed, they went to the Diner to get breakfast.  There is a gas leak; it does not appear to be related to any act of terrorism.  The leak will not be resolved for hours, possibly days and the Incident Commander is now allowing everyone to leave the parking lot.  Finally, you all can get back to work just not at 1 White Horse Centre.      

Key Issues

· Media circus 
· Gas leak not terrorism

· IC is allowing people to leave

· Building will not be clear for hours; maybe days
· You can get back to work just not at 1 White Horse Centre

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
1. Do your EOP/SOP/COOP policies have a protocol in place to use as an alternate facility for the administrative offices and reestablishment of the Call Center?  
2. Do SJ’s plans identify critical and time sensitive applications, processes, and functions, to be recovered and continued during this evacuation event?
3. Do SJ’s plans contain information on supplemental and back-up communications and information technology plans, procedures, and systems that would need to be established at your alternate administrative facility?  
4. Could your Call Center, realistically, be reestablished at an alternate site?  Do you have a policy that addresses this situation?  

5. Do you have Job Action Sheets, EOP/SOP, etc at an offsite location?  How would you reestablish essential functions?  Do you have the redundant, interoperable communication needed?  

6. What plans, procedures, & policies for coordinating, managing, and disseminating public information effectively under all hazards and conditions does SJ have in place?
7. What communication plans, policies, procedures, and systems that support required information sharing and communications across stakeholders to support public information, alert/warning, and notification are in place given this situation?

8. Do SJ’s plans have specific policies that address communicating emergency public information to at-risk populations that may have need to speak with call center, FQHC or other FQHC staff?  
9. Would there be a financial loss to the organization if the administrative office and Call Center could not be reestablished quickly?  Several hours?  Several days?  One week?
10. Given this entire situation, what current policies would you change or amend to strengthen your response? 

Appendix A: Additional Information

COOP Section Outline
1. Essential Functions

2.  Supporting Functions

3. Delegations of Authority

4. Orders of Succession

5. Alternate Facilities

6. Interoperable Communications

7. Vital Records 

8. Human Capital Management

9. Tests, Training and Exercises (TT&E)

10. Devolution

11. Reconstitution

Appendix B: Acronym List

AAR
After Action Report

AAR/IP
After Action Report/Improvement Plan

DHS
U.S. Department of Homeland Security

FEMA
Federal Emergency Management Agency

FOIA
Freedom of Information Act

FOUO
For Official Use Only

HSEEP
Homeland Security Exercise and Evaluation Program

ICS
Incident Command System

MAA
Mutual-aid agreement

MCI
Mass Casualty Incident 

MCIP
Mass Casualty Incident Plan

MOU
Memorandum of understanding

NIMS
National Incident Management System

NRP
National Response Plan

PIO
Public Information Officer

POC
Point of Contact

SitMan
Situation Manual

SME
Subject matter expert

SOP
Standard Operating Procedure

TCL
Target Capabilities List

TTX
Tabletop exercise

Hammonton, We Have a Problem TTX
April 8, 2010
PARTICIPANT FEEDBACK FORM

Please enter your responses in the form field or check box after the appropriate selection.

Participant Name:    




Title: 

Agency: 

Role (please place a checkmark in one of the boxes below) :

 
Player  FORMCHECKBOX 
 
Observer  FORMCHECKBOX 
 
      Facilitator  FORMCHECKBOX 
 
Evaluator  FORMCHECKBOX 

Part I – Recommendations and Action Steps

Based on discussions today and the tasks identified, list the top 3 issues and/or areas that need improvement.

Identify the action steps that should be taken to address the issues identified above. For each action step, indicate if it is a high, medium, or low priority. 

Describe the action steps that should be taken in your area of responsibility.  Who should be assigned responsibility for each action item? 

List the policies, plans, and procedures that should be reviewed, revised, or developed. Indicate the priority level for each.
Is there anything you saw in the exercise that the evaluator(s) might not have been able to experience, observe and / or record?
Part II – Exercise Design and Conduct 

1.
What is your assessment of today’s exercise?


Please rate, on a scale of 1 to 5, the assessment factors listed below, with 1 indicating strong disagreement with the statement and 5 indicating strong agreement.
	
	
	Rating of Satisfaction with Exercise

	
	Assessment Factor
	Strongly Disagree 
	
	
	
	Strongly Agree

	
	
	
	
	
	
	

	a.
	The exercise was well structured and organized.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	b.
	The exercise scenario was plausible and realistic.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	c.
	The Situation Manual was useful.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	d.
	Participation in the exercise was appropriate for someone in my position.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	e.
	The participants included the right people at the right level and mix of disciplines.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	


2.
What changes would you make to improve this exercise?

Please provide any recommendations on how this and future exercises could be more useful to you. 

3.
What additional training or experience would you like to have?
Your participation was very important—thank you


































































































































































































































