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TO your computer.
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If this is the first time you've seen this Stop error screen,
restart your computer, If this screen appears again, follow
these steps:

Check to make sure any new hardware or software is properly installed.
If this is a new installation, ask your hardware or software manufacturer
for any windows updates you might need.

If problems continue, disable or remove any newly installed hardware
or software. Disable BIOS memory options such as caching or shadowing.
If you need to use safe Mode to remove or disable components, restart
your computer, press F8 to select Advanced Startup options, and then
select safe mode.

Technical information:

WW® STOP: 0x000000D1 (0X0000000C, 0xX00000002, 0x00000000, OXFBEB5AB9)

aliaiss gv3.sys - Address FB86B5A89 base at F86B5000, DatesStamp 3dd99leh

Beginning dump of physical memory

Physical memory dump complete.

contact your system administrator or technical support group for further
assistance.
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Preface

NJPCA’s 2011 TTX was developed at the request of the Federally Qualified Health Centers’ (FQHC) Disaster Advisory Committee. It is sponsored by the Association and was designed with the input, advice, and assistance from the FQHC Exercise Planning Team, which followed the guidance, set forth in the Homeland Security Exercise Evaluation Program (HSEEP).  The HSEEP is a capabilities and performance-based exercise program that provides a standardized methodology and terminology for exercise design, development, conduct, evaluation, and improvement planning.  
The Department of Health and Human Services (HHS), through the Hospital Preparedness Program (HPP) guidance, specifically prompts the inclusion of Federally Qualified Health Centers in HPP activities including exercises and after action improvement planning.  The funding provided by HPP is for activities that include, but are not limited to, exercising and improving preparedness plans for all-hazards including pandemic influenza, increasing the ability of healthcare entities to provide needed beds, engaging with other responders through interoperable communications, tracking and resource availability through electronic systems, developing ESAR-VHP systems, protecting healthcare workers with proper equipment, decontaminating patients, enabling healthcare partnerships/coalitions, educating and training healthcare workers, enhancing fatality management and healthcare entity evacuation/shelter in place plans, and coordinating regional exercises.    

This situation manual (SITMAN) should provide participants with sufficient information and tools necessary for their roles in the exercise.  
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Handling Instructions

1.
The title of this document is ILOVEERNIE Tabletop Exercise (TTX) Situation Manual (SitMan).
2.
The information gathered in this SitMan is For Official Use Only (FOUO) and should be handled as sensitive information not to be disclosed. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate security directives. Reproduction of this document, in whole or in part, without prior approval from NJPCA is prohibited.

3.
At a minimum, the attached materials will be disseminated only on a need-to-know basis and when unattended, will be stored in a locked container or area offering sufficient protection against theft, compromise, inadvertent access, and unauthorized disclosure.

4.
For more information, please consult the following points of contact (POCs):

Exercise Director/POC:

Name 


Amelia Muccio
Title


Director of Emergency Management 
Agency

NJPCA
Street Address

3836 Quakerbridge Rd, Suite 201
City, State ZIP

Hamilton, NJ 08619
Office


(609) 689-9930 ext. 26
E-mail


amuccio@njpca.org
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Introduction

Background

Cyberterrorism is a phrase used to describe the use of Internet based attacks in terrorist activities, including acts of deliberate, large-scale disruption of computer networks, especially of personal computers attached to the Internet, by the means of tools such as computer viruses.  Cyberterrorism can be defined much more generally as any computer crime targeting computer networks without necessarily affecting real world infrastructure, property, or lives.  Cyberterrorism is defined by the Technolytics Institute as "the premeditated use of disruptive activities, or the threat thereof, against computers and/or networks, with the intention to cause harm or further social, ideological, religious, political or similar objectives; or to intimidate any person in furtherance of such objectives”.  Examples are hacking into computer systems, introducing viruses to vulnerable networks, web site defacing, denial of service attacks, or terroristic threats made via electronic communication.  Cyberterrorism can also include attacks on Internet business, but when this is done for economic motivations rather than ideological, it is typically regarded as cybercrime.  As the Internet becomes more pervasive in all areas of human endeavor, individuals or groups can use the anonymity afforded by cyberspace to threaten citizens, specific groups (i.e. with membership based on ethnicity or belief), communities and entire countries, without the inherent threat of capture, injury, or death to the attacker that being physically present would bring.  
ILOVEYOU, also known as Love Letter, was a computer worm that successfully attacked tens of millions of computers in 2000 when it was sent as an attachment to a user with the text "ILOVEYOU" in the subject line. The worm e-mail arrived on and after May 4, 2000 with the simple subject of "ILOVEYOU" and an attachment "LOVE-LETTER-FOR-YOU". The final extension was hidden by default, leading unsuspecting users to think it was a normal text file. Upon opening the attachment, the worm sent a copy of itself to everyone in the Windows Address Book and with the user's sender address. It also made a number of malicious changes to the user's system.  Such propagation mechanism had been known (though in IBM mainframe rather than in the MS Windows environment) and used already in the Christmas Tree EXEC of 1987 which brought down a number of the world's mainframes at the time.

Four aspects of the worm made it effective:

· It relied on social engineering to entice users to open the attachment and ensure its continued propagation.

· It relied on a flawed Microsoft algorithm for hiding file extensions. Windows had begun hiding extensions by default; the algorithm parsed file names from right to left, stopping at the first 'period' ('dot'). In this way the exploit could display the inner file extension 'TXT' as the real extension; text files are considered to be innocuous as they can't contain executable code.

· It relied on the scripting engine being enabled. This was actually a system setting; the engine had not been known to have been ever used previously; Microsoft received scathing criticism for leaving such a powerful (and dangerous) tool enabled by default with no one the wiser for its existence.

· It exploited the weakness of the email system design that an attached program could be run easily by simply opening the attachment to gain complete access to the file system and the Registry.

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) is an attempt to make a computer resource unavailable to its intended users. Although the means to carry out, motives for, and targets of a DoS attack may vary, it generally consists of the concerted efforts of person or persons to prevent an Internet site or service from functioning efficiently or at all, temporarily or indefinitely.  One common method of attack involves saturating the target machine with external communications requests, such that it cannot respond to legitimate traffic, or responds so slowly as to be rendered effectively unavailable. In general terms, DoS attacks are implemented by either forcing the targeted computer(s) to reset, or consuming its resources so that it can no longer provide its intended service or obstructing the communication media between the intended users and the victim so that they can no longer communicate adequately.  Denial-of-service attacks are considered violations of Internet proper use policy, and also violate the acceptable use policies of virtually all Internet service providers. 
Purpose

The purpose of this exercise is to provide FQHC participants with an opportunity to evaluate their current response concepts, plans, and capabilities and further identify enhancements to a cyber-based threat.  The exercise will focus on the preparedness, sustainability and response of FQHCs during a cyber-based threat and the function of their Emergency Operations Plan, Continuity of Operations Plan, Business Continuity Plan (BCP) and Standard Operating Procedures (SOPs). Finally, it provides an opportunity for FQHCs to strategize with peers through the sharing of personal experiences and lessons learned.

Scope

This exercise will focus on high-level decisions and concepts that FQHCs will need to consider in response to a cyber-based threat which will result in a disruption to the Center’s operational status. The progressive scenario and corresponding prompts will aid and facilitate the exploration of the FQHC’s understanding cyber-based threats/emergencies, emergency management fundamentals pertinent to this type of threat, the emergency planning process, the role of mutual aid agreements where appropriate, and emergency public information/communication. Ultimately, it highlights the need for a networked approach to preparedness and response.

NJPCA and NJPCA’s Disaster Advisory Committee developed this exercise. The primary limitations of this exercise include the varied emergency preparedness/response backgrounds of the participants, their roles at the individual and organizational levels, as well as, the recognition that no FQHCs have individuals funded to perform emergency preparedness duties independently of their other job functions and responsibilities.  
Target Capabilities

In December of 2003, Homeland Security Presidential Directive-8: “National Preparedness” (HSPD-8) directed the newly formed Department of Homeland Security (DHS) to prepare and promulgate a National Preparedness Goal, and to establish a national program and a multi-year planning system to conduct homeland security preparedness-related exercises.  This directive led to the creation of the National Planning Scenarios, the Target Capabilities List (TCL), and HSEEP to provide the foundation for preparedness and response initiatives in a networked environment. The National Planning Scenarios identify fifteen possible incidents of national significance with high consequences and were designed to address a broad range of prevention and response requirements under each scenario.   The TCL is a set of thirty-seven essential capabilities that should be developed and maintained (in whole or in part) to prevent, protect against, respond to, and recover from terrorist attacks and major disasters. The target capabilities are also recognized as those capabilities considered critical to performing across the fifteen National Planning Scenarios.  Finally, HSEEP provides the methodology for a capabilities-driven exercise program.
The target capabilities below have been selected by the Exercise Planning Team and provide the foundation for the development of the exercise scenario and objectives:

· Planning
· Communications

Exercise Objectives

Exercise objectives: are focused on improving players’ understanding of response concepts and identifying good practices, as well as areas for enhancements, and/or compelling a change in perspective. This exercise adheres to the following design objectives:

1. Planning- Review and evaluate Center’s NIMS compliant Hazard Vulnerability Analysis (HVA), Emergency Operations Plan (EOP), Continuity of Operations Plans (COOP), and Standard Operating Procedures (SOPs) for cyber-related emergencies; and assess the Center’s preparedness plans that encompasses planning, training, exercising, evaluation, and the incorporation of after action reviews (AAR) and lessons learned (LL).  

2. Communications- Review and evaluate Center’s communication plans and procedures that enriches interoperable communications to provide advanced customer service, reliability, and operational effectiveness; assess Center’s ability to maintain situational awareness; and policies for backup/alternate communication methods including information technology plans and systems protection procedures. 
Participants

· Players respond to the situation presented based on expert knowledge of response procedures, current plans and procedures, and insights derived from training.

· Evaluators document key discussions for the After Action Report, After Action Planning Conference and Improvement Planning Matrix.
· Facilitators provide situation updates and moderate discussions. They also provide additional information or resolve questions as required. Key planning committee members may also assist with facilitation as subject matter experts (SMEs) during the tabletop exercise.

Exercise Structure

ILOVEERNIE TTX is a scenario-based, group discussion initiated and driven by a multimedia presentation and this SITMAN. After reviewing the developing scenario in each module, players will reflect on the corresponding prompts within their groups, detail any actions to be taken.

· Module 1: The Ernie Menace 
· Module 2: Attack of the Ernies 
· Module 3: Revenge of the Ernie
The module begins with a multimedia update that summarizes the key events occurring within that time period. Following the updates, participants review the situation and engage in plenary group discussion of appropriate response issues. 

Following these plenary group discussions, participants then enter into a facilitated caucus discussion in which a spokesperson from each group presents a synopsis of the group’s actions based on the scenario.

Each exercise participant will receive a SITMAN that provides a written storyline to accompany presented situation updates. This document includes expected outcomes, a series of prompts after each scenario narrative, and worksheets and other reference material, as relevant. These pieces are provided to highlight pertinent issues for consideration, and serve as a catalyst for group discussions to meet exercise objectives. Each group will have a master binder containing the pertinent records and forms and is organized by Module. The groups will complete these forms, where relevant, and the master binders will be retained by the Association, for evaluation, at the conclusion of the exercise.
Exercise Guidelines

Due to time constraints, it is not anticipated that groups will be able to work through this entire exercise. However, the following exercise guidelines are offered to help the TTX stay on track and run as smoothly as possible.

· This is an open, low-stress, no-fault environment. The discussions will explore policies, decisions, actions, and key relevant issues, which will require participants to respect the observations, opinions, and perspectives of others.

· Treat the scenario incidents as real.

· Respond based on your knowledge of current plans and capabilities (i.e., you may use only existing assets) and insights derived from training.

Issue identification is not as valuable as suggestions and recommended actions that could improve response and preparedness efforts. Problem-solving efforts should be the focus.

· Keep the time constraints in mind and comments focused, where possible.

Assumptions and Artificialities

In any exercise a number of assumptions and artificialities may be necessary to complete play in the time allotted. During this exercise, the following apply:

· The scenario is plausible, and events occur as they are presented.

· There is no “hidden agenda”, nor any trick questions.

All players receive information at the same time.

· When possible, discussions and decision-making should be informed, first, by active plans, policies, and procedures. If this presents an obstacle for the group as it progresses through the modules, discussions and decision-making can be hypothetical and based on group consensus when possible. 

Players (FQHC Invitees)
AtlantiCare Health Services

CAMcare Health Corporation

Community Health Care Inc

Eric B Chandler Health Center
Henry J Austin Health Center Inc  

Horizon Health Center
Jewish Renaissance Medical Center 

Lakewood Resource and Referral Center (CHEMED) 

Metropolitan Family Health Network 

Monmouth Family Health Center

Neighborhood Health Center Plainfield  

Newark Community Health Centers Inc 

Newark Homeless Health Care

North Hudson Community Action Corporation 

Ocean Health Initiatives Inc 
Paterson Community Health Center

Project HOPE Inc 

Southern Jersey Family Medical Centers   

VNA of Central NJ Community Health Center

Zufall Health Center

Agenda 

· 9:30 AM

Registration/Material Pickup/Coffee  
· 10:10 AM

Welcome/Opening Remarks 
· 10:20 AM

Exercise Introduction 
· 10:30 AM

Module 1 
· 10:35 AM

Discussions (Players and Facilitators)
· 11:00 AM

Brief Out (Table Spokesperson)
· 11:30 AM

Module 2 
· 11:35 AM

Discussions (Players and Facilitators)
· 12:00 PM

Brief Out (Table Spokesperson)
WORKING LUNCH 
· 12:30 PM

Module 3 
· 12:35 PM

Discussions (Players and Facilitators)
· 1:00 PM

Brief Out (Table Spokesperson)
· 1:30 PM

Hot Wash 
· 1:45 PM

Wrap Up/Adjournment 
Module 1: The Ernie Menace 
June 6, 2011 
In April, Walgreens, Best Buy, Citigroup and several other major U.S. companies warned customers to expect fraudulent emails that try to coax account login information from them due to the possible theft of millions of consumer email addresses.  All of the companies work with the Dallas-based online marketing firm Epsilon, which said its system had been breached, potentially exposing its corporate clients' customer information.  Cyber-attack trends are increasing in sophistication; increasing in attack frequency; our network connections, dependencies and trust relationships are also increasing; attacks are decreasing in cost; and, in addition, there is increased difficulty in patching systems.  
The growing number of attacks on our cyber networks has become, in President Obama’s words, “one of the most serious economic and national security threats our nation faces.”  Less than two weeks ago, hackers launched a "significant and tenacious" cyber-attack on Lockheed Martin, a major defense contractor holding highly sensitive information.   This week the Pentagon has released a plan that could treat acts of cyberterrorism as an act of war.  The President could retaliate, using either sanctions, computer-based retaliation, or even with military force in the wake of such an attack on the United States.

Given the current enhanced cybersecurity threat, your CEO has decided to review your cybersecurity, information technology security and information assurance protocols at your Center.     
Key Issues

· Hack of Epsilon 
· Increasing cyber-attack frequency and sophistication 

· Increasing network connections, dependencies and trust relationships

· Decreasing cost of cyber-attacks

· Hack of Lockheed Martin

· Cyberterrorism and cybersecurity is a real concern for all businesses in the U.S.

· CEO wants your cybersecurity, IT and information assurance systems reviewed

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 1. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. According to your Center’s plans (HVA, EOP, COOP, SOPs, etc.) are there written policies or procedures to assist you in analyzing/reviewing the cyber threat to your Center?  What plans discuss cyber threats?  
2. Are cyber threats included in your HVA?  Are cyber threats considered a high, medium or low risk/probability on your HVA? Do you have a mitigation or preparedness plan (SOP/SOG) for cyber threats?

3. How are cyber vulnerabilities addressed by your Center?  Who is POC for these issues?  How are countermeasures and safeguards applied (through policies, training, exercises)?  Is management included in this process?  Is this a team driven approach or just the responsibility of IT?    

4. What threatens information at your Center?  What can your Center do to protect your information?  Does your Center have a written information assurance policy?  Does your policy include confidentiality, privacy, accuracy, and availability concerns (CIA Triad)?  
5. Does someone at your Center identify cyber vulnerabilities and threats to information, systems and networks?  Are cybersecurity assessments performed?  Does your center run penetration tests on your system? 

6. Does your Center have written policies and procedures for IT, cybersecurity, and information assurance?  Written Internet and email usage policy?  Password policy?  If so, what are the parameters for passwords?  Social media policy?  End user policy (computer security, updates, Norton, etc.)  Please list any other written policies.  How are staff made aware of these policies? 

7. Does your Center train general staff on IT security (malware, social engineering emails, phishing, spoofing, personal information and privacy, etc.)?  Is this included in your employee handbook or new hire orientation?  

8. Does your Center have a written policy to change default settings and passwords?  Who is the POC for this? 

9. Does your Center have an Intrusion Detection System?  How is this managed?
10. Does your Center have physical security countermeasures?  Please list them.  
11. Does your Center have ability to do IT audit?  If not, does your Center have the ability to start performing one?  What are the benefits of doing IT audits?  
12. How and who monitors personal computers to make sure they are updated, the firewall is on, antivirus software is valid, etc.?  Is there a written policy for this? 
13. Does your Center have written authorization and authentication policies (escalation of privileges, etc.)?
14. What is your Center’s IT backup protocol?  Is it backed up offsite? 
15. Are all vital information/records stored offsite (hardcopy) or electronic?  

Module 2: Attack of the Ernies
June 13, 2011
The day starts out like any normal day…don’t they all.  Over the past year, your organization has grown and added many new computers and users to the system (there may be some unprotected endpoints).  Last week, Amelia Beckham-Pitt, gave a staff in service on emergency preparedness in which is used her flash “jump” drive on your computer (which is networked).  Several staff members have noticed their computers freezing, locking and running slow.  Unfortunately, staff did not notify their supervisor or IT of this issue.
Today, Dave Weiner, a new employee at your site, syncs his blackberry to his work computer.  Mr. Weiner wants to show Dr. Cookie a funny scene from his new unofficial version of Pirates of the Caribbean: On Stranger Tides.  Dr.  Cookie and Mr. Weiner enjoy watching the selected scene of the movie.  
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On the same day, Ms. X opens a work email she believes is from a trusted colleague.  However, the email is utilizing social engineering and is not from her trusted colleague and the email contains malware in the form of a self-executing worm.  Unknown to Ms. X, the worm is copying all the addresses in her address book and sending the worm to her contacts.      
At 3 PM today, several computers at your site, suddenly display a blue screen.  They are not responsive to control-alt-delete or restarting your computer.  They are frozen in the “blue screen of death.”  IT is notified of the issue.    

Key Issues

· Unprotected endpoints
· Outside flash “jump” drive used on network 
· Pirated video watched through synced blackberry

· Social engineering email is opened and launches worm 

· Staff do not notify proper supervisor or IT of computer issues

· Blue screen of death

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 2. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.

1. According to your Center’s plans, (HVA, EOP, COOP, SOPs, etc.) for cyber emergencies what actions should be taken immediately by IT and Center leadership?
2. What is your Center’s depth of defense strategy for safeguarding IT?  What are the multiple layers/procedures?  Is this a written procedure? 
3. Does your Center have contingency plans in place to handle IT disruption?  Are these written policies?  
4. Does your Center have MOU/MOA or pre-established contract with a vendor to assist you in this type of emergency? 

5. Does your Center have a continuity of operations plan, business continuity plan, or disaster recovery plan?  

6. Does your Center have an IT recovery strategy that provides direction on how to restore IT operations quickly and effectively?  Does your plan include backup methods, alternate sites, equipment replacement, roles and responsibilities, and cost considerations?  Who is POC for this?  Please describe these policies.    
7. Recovery Time Objective-amount of time between the time of impact and the time when the process is operating at a minimum acceptable level; what functions are critical and need to be prioritized in the event of a cyber emergency that causes the network to become unavailable (payroll, patient information, etc.)?  What are the top five business functions that need to be restored first?  
8. Recovery Point Objective-point in time of the last good backup offsite before the disaster, identifies amount of acceptable data loss; does your Center have an established RPO?  If so, please explain/describe it.  

9. Please list several financial, patient (customer), legal, and regulatory issues this emergency presents?  
10. What survival (short-term, running at minimum acceptable level) and recovery (long-term, restored to original function) considerations should your Center be addressing now given the uncertainty of the situation (length of outage)?  
11. Does this situation present a financial emergency as well?  Does your Center have any plans in place to mitigate the financial loss/revenue?  

12. Does your Center have insurance that would assist your Center during this emergency, business interruption insurance, etc.?  

13. Does your Center routinely test your IT system to prevent against attack?  How often?  Who is this information shared with?  
Module 3: Revenge of the Ernie
June 27, 2011
Due to the events of June 13, 2011-your Center has been recovering and restoring your computer systems after the ILOVEERNIE worm.  The network has been disengaged and all computers are being individually checked and scrubbed.  Many staff do not have access to a computer.  Your EMR/EHR was not impacted by the worm but your Center cannot access the system right now and you must use a paper backup.   
Key Issues

· Recovery mode from ILOVEERNIE worm
· Network turned off
· Computers unavailable as each is checked and scrubbed

· EMR/EHR cannot be accessed

Questions

Based on the information provided, participate in the discussion concerning the issues raised in Module 3. Identify any additional requirements, critical issues, decisions, and/or questions that should be addressed at this time. 

The following questions are provided as suggested general subjects that you may wish to address as the discussion progresses. These questions are not meant to constitute a definitive list of concerns to be addressed, nor is there a requirement to address every question.
1. Does your Center have a written plan that clearly demonstrates how to operate without the use of computers?  What would your main issues be without the use of the network or computers?    

2. Does you Center have a written policy in place if the EMR/EHR system should become inaccessible?  Is there a paper backup system?  Are staff informed and trained on this procedure?

3. What security and privacy issues does your Center face?  What are possible threats to the security of your EMR/HER (electronic and paper)? 

4. How does your Center protect against identify theft, disclosure or sensitive or personal information and another attempts of information gathering?

5. How does your Center safeguard PII (personally identified information) and sensitive information (electronic and paper)?  Do you have a policy for violations of this information? 

6. How is your EMR/EHR security managed?  What regulations must be addressed for compliance?  HIPAA, etc.?  Who is POC for your EMR/EHR security? 
7. If this cyber-attack had caused an issue that created a breach of information, what is the protocol to be followed?  Is this written?  How needs to be informed?  

8. Are all staff trained on EMR/EHR security, vulnerability, etc.?  

9. What are the benefits are starting a security and information assurance program at your Center?  Who would participate in the setup of this program?  What roles and functions are needed to establish a successful program?  
10. Does your Center have a plan/policy in place for reviewing lessons learned and writing a HSEEP compliant After Action Report?   If so, please outline details (who, how, timeframe).  If not, please outline how you could implement such a plan (who is needed, how is this information assembled, who is responsible for writing it, who reviews it, approves it, etc).  

11. What lessons learned did your Center take away from this cyber emergency.  Please list 5 lessons learned that should be implemented to improve your Center’s planning, preparedness, response and recovery to cyber emergencies.  
Appendix A: Acronym List

AAR
After Action Report

AAR/IP
After Action Report/Improvement Plan
ASPR
Assistant Secretary for Preparedness and Response

BCP
Business Continuity Plan 

COOP
Continuity of Operations Plan

DDoS
Distributed Denial of Service

DHS
U.S. Department of Homeland Security

DoS
Denial of Service
DRP
Disaster Recovery Plan
EOP
Emergency Operations Plan

EHR
Electronic Health Record

FEMA
Federal Emergency Management Agency

FOIA
Freedom of Information Act

FOUO
For Official Use Only
FQHC
Federally Qualified Health Center

GUI
Graphic User Interface 

HPP
Hospital Preparedness Program

HSEEP
Homeland Security Exercise and Evaluation Program

HVA
Hazard Vulnerability Analysis 

ICS
Incident Command System

IT
Information Technology 

LL
Lessons Learned

MAA
Mutual-Aid Agreement

MCI
Mass Casualty Incident 

MCIP
Mass Casualty Incident Plan

MOU
Memorandum of understanding

NIMS
National Incident Management System

NRF
National Response Framework
OS
Operating System 

PIO
Public Information Officer

POC
Point of Contact

SitMan
Situation Manual

SME
Subject Matter Expert

SOP
Standard Operating Procedures
SQL
Standard Query Language 

TCL
Target Capabilities List

TTX
Tabletop Exercise

ILOVEERNIE TTX
June 10, 2011
PARTICIPANT FEEDBACK FORM

Please enter your responses in the form field or check box after the appropriate selection.

Participant Name:    




Title: 

Agency: 

Role (please place a checkmark in one of the boxes below) :

 
Player  FORMCHECKBOX 
 
Observer  FORMCHECKBOX 
 
      Facilitator  FORMCHECKBOX 
 
Evaluator  FORMCHECKBOX 

Part I – Recommendations and Action Steps

Based on discussions today and the tasks identified, list the top 3 issues and/or areas that need improvement.

Identify the action steps that should be taken to address the issues identified above. For each action step, indicate if it is a high, medium, or low priority. 

Describe the action steps that should be taken in your area of responsibility.  Who should be assigned responsibility for each action item? 

List the policies, plans, and procedures that should be reviewed, revised, or developed. Indicate the priority level for each.
Is there anything you saw in the exercise that the evaluator(s) might not have been able to experience, observe and / or record?
Part II – Exercise Design and Conduct 

1.
What is your assessment of today’s exercise?


Please rate, on a scale of 1 to 5, the assessment factors listed below, with 1 indicating strong disagreement with the statement and 5 indicating strong agreement.
	
	
	Rating of Satisfaction with Exercise

	
	Assessment Factor
	Strongly Disagree 
	
	
	
	Strongly Agree

	
	
	
	
	
	
	

	a.
	The exercise was well structured and organized.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	b.
	The exercise scenario was plausible and realistic.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	c.
	The Situation Manual was useful.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	d.
	Participation in the exercise was appropriate for someone in my position.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	

	e.
	The participants included the right people at the right level and mix of disciplines.
	1
	2
	3
	4
	5

	
	
	
	
	
	
	


12.   What changes would you make to improve this exercise?

Please provide any recommendations on how this and future exercises could be more useful to you. 

3.
What additional training or experience would you like to have?
Your participation was very important—thank you! 
